Internet Shutdown:

Extract from Myanmar Centre for
Responsible Business’ Sector-Wide
Impact Assessment (SWIA) on the
Information and Communication
Technology Sector, September
2015.

Fulfilment of the right to access
information also relies on the
availability of telecommunications
services, including mobile services
and the Internet. Clause 77 of the
Telecommunications Law grants
MCIT the ability to “temporarily
suspend a  telecommunication
service, stop or prohibit any type of
communication or use of
telecommunication services” when
doing so would be “for the benefit of
the people”. The lack of a clear legal
framework puts mobile operators,
and Internet Service Providers (ISPs)
at substantial risk of being ordered to
shutdown networks or services
without clear legal justification,
impacting their responsibility to
respect human rights such as
freedom of expression.

Network shutdowns are regularly
used by governments worldwide to
stifle free expression by cutting off
the means of delivering a message.
As more and more people become
connected and rely on mobile and
Internet services in their day-to-day
lives, Government-ordered network
and service disruption become
increasingly disruptive and
dangerous (see Table 36). Blocking of
services during protests also impacts
freedom of association, and often
precedes further human rights
violations.
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Myanmar experienced a major
Internet disconnection during the
Saffron Revolution. In August 2007,
protests grew throughout the
country in a response to
deteriorating economic conditions
and political discontent. ICTs
facilitated the flow of information
from citizen journalists to media
outlets around the world. In an
attempt to prevent information
reaching media outside of Myanmar,
particularly regarding police brutality
and the killing of protesters, the
Government responded by shutting
down Internet and mobile phone
service. At the time Internet services
provided by both MPT and Bagan
Cybertech went down from
September 29 to October 4, 2007.

This was followed by a partial
shutdown from 4-12 October during
which access was restricted to late
night hours between 22:00 and
04:00.

Box 1: Impacts of Government-
Ordered Shutdowns or Service
Disruptions

The impacts on human rights, the
economy and national and
personal security during network
and service disruption can include:

= Restrictions on freedom of
expression and access to
information that may not
be legal, necessary or
proportionate.

= |njured people are unable
to call emergency services,
and emergency services
are unable to
communicate and locate
people.
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= People are unable to
assure friends and
relatives they are safe,
causing panic.

= People are unable to call
for help to be rescued from
areas where protests are

happening.
= Authorities are unable to
disseminate important

information to move
people to safety, or to calm
a concerned population.

= Human rights groups are

unable to monitor
situations effectively.
=  Small businesses  are

unable to operate and
livelihoods are affected.
For example, businesses
are unable to access data
held in the cloud.

= Mobile banking
transactions, relied on by
millions of people, cannot
take place.

= Transmission of health
information on mobile
phones also cannot take
place.

= Students cannot access
educational material.

= Doctors/ health workers
are unable to access
research or communicate
in real time with each
other.

= Other popular services
carried out via mobile
communications such as
voting and birth
registration are disrupted.

= QOther services dependent
on radio network may be
disrupted e.g. cashpoints
(ATM), public transport
information.

In national security emergencies,
functioning communications are
essential for an effective
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lawful interception system to
help law enforcement locate and
track people planning terrorist
activity, subject to the process of
law, court authorisation and

sufficient oversight.

= Crimes cannot be
reported to police via
mobile phone. Hostages

are unable to
communicate with
police.

More recently, Myanmar’s Internet
access went down for 1 hour and 19
minutes on 5 August 2013. Given its
proximity to the anniversary of the
1988 uprising, there was speculation
that the outage was intentional,
though officially attributed to a
damaged fibre optic cable near the
SEA-ME-WE 3 submarine cable
landing station in Pyapon.

The impact of network shutdowns on
freedom of expression is so severe
that Special Rapporteurs on freedom
of expression from the United
Nations (UN), the Organisation of
American States (OAS), the African
Commission on Human and People’s
Rights and the Representative on
freedom of the media from the
Organisation of Security and Co-
operation in Europe (OSCE), have all
concluded in a Joint Declaration that
cutting off access to the Internet can
never be justified under human
rights law, including on national
security grounds:

“Cutting off access to the Internet, or
parts of the Internet, for whole
populations or segments of the public
(shutting down the Internet) can
never be justified, including on public
order or national security grounds.
The same applies to slow-downs
imposed on the Internet or parts of
the Internet.”
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In a second Joint Declaration, they
concluded that shutting down entire
parts of communications systems
(mobile and Internet) during times of
conflict can never be justified under
human rights law.

“...using communication ‘kill
switches’ (i.e. shutting down entire
parts of communications systems)...
are measures that can never be
justified under human rights law.”

While these statements cover
Internet shutdowns and network
shutdowns in conflict situations,
there is ambiguity as to the impact of
mobile shutdowns in a Government
proclaimed ‘emergency’.

The Government of Myanmar has an
opportunity for leadership in this
area by committing to a ‘no
shutdown’ policy, and only taking
control  of telecommunications
networks in the most urgent of
circumstances, for example a natural
disaster of the scale of Cyclone
Nargis that hit the country in 2008
where control of the network may be
necessary to organise rescue
operations. Table 37 identifies key
points for legislation on network

shutdown which could underpin such
a ‘no shutdown’ commitment.

000

. 9.
Myanmar Centre for © o
Responsible Business Sector-Wide Impact Assessments
30%(1)6@')(78 036&686@@6&]08035(\)@(‘3 ooom@5m2®é @(YSOD(lSqu
L iL o 3 0 0

C C ° o oc ¢ ¢ C C ¢y O O C C O C( C C C
?@O)O)SLQBS (QBU?C%C\)(E){?S?(} 390(7)’):?(7))(? OODOCQ?OO@C%&)@ C\I)G’Bgcoi

Lo

©

o c o C ¢ o j C, Qo C E}) O\@ C
3966108()633961 Q@O%S)J GC\{P(T):??Q%]UI?G] C\D&?o (Bo%”_()e 8(?? CD@II

" C €, 0C . . " A0 °, C, C c . . co
e BODWICETOCED kill switches QPP 32%30@)@00 (som%awes]o@f@ﬁ

o C O(‘o onDOO(‘(g(‘v C C " cC O
32000320C3320:C0500 O0DUC[9Cs) 2000 I32CIIE5DVE3306) HRO)G)
ea?p(m?s:(feoﬁﬂ"

C C C o C (o] C o OO C C C

w?o?m[g?qjmqpoogc 0 oorg@o)gooep 33@@336%”90% 330000.?00@03
C (o cCO C ¢ o] C C C C C (o]

GOMMYSC M$EADVODVCHQPM 0O oaczewo@ooozeoaoco@z OO
Il e (o] AL L > O L

C ¢ QCo €O C_ Cx QC c C N.0Q
JOOG) ??‘DOO)C %CCOO)CSGL]OOSCD?GOD’D &?CO’)C\? 3(?’)00)0?0?0 2030006038
co. c < ¢ ¢ . cc. .9 C ¢ ¢ ¢
33(%&‘[3())&{”0 (T{IGGP(YDC\RICOD’J OOOO&)(DGG},C\LDOCc?oEﬂ’Jo 00 G&)’)Cglm@ﬁ
c ¢ coc ¢ .9 ccQ ¢ cMmc ¢ . C
33003(7) (73?61(73(1)?0%”0?%]’)0(? [QL\POG]_ (\?3’30@@ @@OD@II @008 ?’2 UgC
c < c c.ac¢ C - . .9 C
(70) elm@ooeommﬁfacl)cep BOGSS’BUO)(T) 396610 @o&?o 3’2%]00 o(Tl) (=1(p)
C ¢ L . C _.QC . O C C

&)(YJO\C?LDGQOC\L)COQPO 0000CH

Box 2: Key points for legislation on
Network Shutdown to demonstrate a
shutdown is necessary and
proportionate:

= Network shutdowns
impacting the entire country
should not be authorised.

= A shutdown must only be
invoked if there is a real and
imminent threat to national
security or a national
emergency, and a request
must specify the reason for
the shutdown.
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authorised to make a
network shutdown request.
A shutdown request must be
approved or authorised by
the highest level of the
government.

There must be a clear
request process, with limited
actors allowed to make the
request to operators, and a
designated person in the
operator to receive the
request.

The shutdown request to the
network operators must be
in writing.

The request must specify the
duration and geographical
reach of the shutdown, and
demonstrating direct
material necessity.
Shutdowns should be limited
in duration and geographical
area.

Where possible, the public
must be informed of the
shutdown, the duration,
geography and  services
affected.

Each shutdown must be
logged/recorded, and a list
published annually.

The public must have access to
emergency services.

The legislation must be
subject to review, including a
review of each shutdown by
an independent oversight
body.
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Recommendations to the
Government of Myanmar:

Clarify and limit the
Telecommunications Law
provisions on
telecommunications
network shutdowns in line
with international standards.
A suspension of
telecommunication services
(mobile and/or landline)
must be prescribed by law
and only invoked if there is a
real and imminent threat to
national security or a
national emergency. There
must be a clear and
transparent process around
who is authorized to make a
shutdown request, it should
be limited in geography,
scope and duration, and
should be publicly reported
after the fact. Network
shutdowns affecting the
whole country should never
be authorised.

Make a commitment not to
shut down the network
during  the upcoming
elections. Instead put in
place plans to deal with
potential emergencies, such
as appropriate restrictions
on the circulation of mass
messages inciting violence
and hate speech.

Do not prevent companies
from reporting on the
nature and number of
requests they receive from

the Government of
Myanmar for lawful
interception,

communications data,

content removal or blocking
of websites, or requests for
network shutdowns.
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Recommendation to Companies:

= Proactively report on the
requests received from the
Myanmar Government (at

all  levels) for lawful
interception,

communications data,
content removal and

website blocking, and
requests for network

shutdowns, in order

stimulate further
transparency around what
the Government is asking
companies to do and how
companies are responding.

Myanmar Centre for
Responsible Business
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